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Abstract—Numerous studies have shown that packet Il. TCP PERFORMANCE ONPACKET REORDERING
reordering is common, especially in networks where there is
high degree of parallelism and different link speeds. Reordering ~ TCP uses cumulative acknowledgements it receives from
of packets decreases the TCP performance of a network, the receiver to determine which packets have been successfully
mainly because it leads to overestimation of the congestion recejyed at the receiver and retransmits the packets it believes

of the network. We consider wired networks and analyze the
performance of such networks when reordering of packets to have been lost. For example, assume that four segmignts

occurs. We propose a proactive solution that could significantly B, C andp are transmitted through the network from gsender
improve the performance of the network when reordering to a receiver. When segmentsand B reach the receiver, it
of packets occurs in the network. We report results of our transmits back to the sender an ACK fBrwhich summarizes

simulation experiments, which support this claim. Our solution  {h5t poth segmentst and B have been received. Suppose
is based on enabling the senders to distinguish between dropped '

packets and reordered packets segment&”’ and D have been reordered in the network. When
segmentD arrives at the receiver, it sends the ACK for the
Keywords: TCP, RD-TCP, Throughput, Packet Reorder last in-order segment received which in our caséisOnly

when segment’ arrives, the ACK for the last in-order segment
(segmentD) is transmitted.

Reordering of packets during transmission through the net-
work has several implications on the TCP performance. The
é?_llowing implications are pointed out in [4]:

I. INTRODUCTION

Research on the implications of packet reordering on n
works indicate that packet reordering is not a pathologicall) When a network path reorders data segments, it may
network behavior. Reordering of packets occur due to the cause the TCP receiver to send three successive DU-
following reasons: PACKs, triggering the Fast Retransmit procedure at the

TCP sender for data segments that may not necessarily

be lost. Unnecessary retransmission of data segments

means that some of the bandwidth is wasted.
2) The TCP transport protocol assumes congestion in the
network when it assumes that a packet is dropped at the
gateway. Thus when a TCP sender receives three suc-
cessive DUPACKS, the TCP assumes that a packet has
been lost and that this loss is an indication of network
congestion and enters either slow start or the congestion
avoidance phase and backs off its retransmission timer
(Karn’s algorithm) [7]. Moreover if there were multiple
fast retransmits within a single window, the cwnd is
quickly deflated to a small value. Unnecessary reduction
of cwnd caused by packet reordering leads to improper
utilization of the link.
TCP ensures that the receiving application receives data
in order. Persistent reordering of data segments is a
serious burden on the TCP receiver since the receiver
must buffer the out-of-order data until the missing data
arrive to fill the gaps. Thus the data being buffered

o Local parallelism: Packet reordering occurs naturally as
a result oflocal parallelism[3]: a packet can traverse
through multiple paths within a device. Local parallelism
is imperative in today’s Internet as it reduces equipment
and trunk costs.

« Multipath routing: Reordering may result when the pack-
ets are routed to a particular destination through multiple
paths, each of which may have a different round-trip time
(RTT) values [16].

« Frequent route changes: Packet reordering occurs also due
to route changes: if the new route offers a lower delay
than the old one, then reordering may occur [11].

« Links with high latency: Links such as satellite links have
high RTTs, typically on the order of several hundred
milliseconds. Inorder to keep the pipe full, link-layer 3)
retransmission protocols send subsequent packets while
awaiting an ACK or NAK for a previously sent packet.
Here, a link-layer retransmission is reordered by the
number of packets that were sent between the original
transmission of that packet and the return of the ACK or is withheld from the receiving application. This causes

NAK [17]. unnecessary load to the receiver and reduces the overall
A network path that suffers from persistent packet reorder-  efficiency of the system.
ing will have severe performance degradation. 4) TCP calculates the retransmission time out (RTO) by



Algorithm
DSACK-FA

Description

sampling and averaging the round trip time (RTT) i.e. DSACK-R + Tixed FA Taiio

the time taken to send a data packet and receive a cor- DSACK-FAES | DSACK-FA + enhanced RTT sampling
responding acknowledgement for the data packet. When DSACK-TA DSACK-FA + Timeout Avoidance
DSACK-TAES | DSACK-TA + enhanced RTT sampling

a packet gets reordered in the network, the estimated
round trip time is quite large which could falsely inflate
the RTO estimation. This has a negative impact on
the TCP performance, since if a packet was originally
dropped then the TCP has to wait longer to retransmit
the dropped packet. « In [4], the authors use the DSACK information to detect
We propose extending the TCP protocol to enable TCP whether the retransmission is spurious and propose vari-
senders to recognize whether a receidegpackmeans that a ous techniques to increase the valuedapthreshvalue.
packet has been dropped or reordered. The extended protocol The main drawback in this proposal is that if the packets
is based on storing at the gateways information about dropped had in fact been dropped, having an increased value of
packets. We term this mechanism of informing the sender dupthreshwould not allow the dropped packets to be
about dropped packets as Explicit Packet Drop Notification retransmitted quickly and théupthreshvalue would be
(EPDN). Based on this information, the sender determines decreased to three DUPACKS upon a timeout.
whether the packet has been dropped or reordered. The TCR In [14], the authors propose mechanisms to detect and
sender then takes the appropriate action based on the infor- recover from false retransmits using the DSACK in-
mation. We call the resulting protocol Reorder Detecting TCP  formation. They propose several algorithms for proac-
(RD-TCP) . The preliminary version of this paper has been tively avoiding false retransmits by adaptively varying
presented in [13]. dupthreshThe various algorithms used are listen in Table
In Section Ill presents the previous work related to our 1.
study. In Sections IV, V and VI we present the details of In the DSACK-FA algorithm, thedupthreshvalue is
our proposed solution. In Sections VII and VIII, we describe  chosen to avoid a percentage of false fast retransmit,
and discuss the evaluations of our solution via simulations. We by setting thedupthreshvalue equal to that percentile
conclude the paper with a summary of our work and a short value in the reordering length cumulative distribution.
discussion of the further research in Section IX. The percentage of reordering the algorithm avoids is
known as FA ratio.
In the DSACK-FAES algorithm, the DSACK-FA algo-
rithm is combined with a RTT sampling algorithm which
samples the RTT of retransmitted packets caused by

TABLE |
RR-TCP ALGORITHMS

Ill. RELATED WORK

Several methods to detect the needless retransmission due
to the reordering of packets have been proposed:

« The Eifel algorithm uses either the TCP time stamp

option or two bits from the TCP reserved field to dis-

tinguish an original transmission from an unnecessary
retransmission [9]. The Eifel algorithm is robust to up

to a congestion windows worth of lost ACKs. When

using the reserved bits, the algorithm requires negotiation
of Eifel during the initial three-way handshake used

to initiate every TCP connection.[9] does not consider
varying dupthreshto avoid spurious retransmissions. It

only backs out window reductions if the retransmission
was spurious.

The DSACK option in TCP, allows the TCP receiver to

packet delays.

The DSACK-TA algorithm uses cost functions that
heuristically increase or decrease the FA ratio such that
the throughput is maximized for a connection experienc-
ing reordering. The FA ratio will increase when false
retransmits occur and the FA ratio will decrease when
there are significant timeouts.

In the DSACK-TAES algorithm, the DSACK-TA algo-
rithm is combined with a RTT sampling algorithm which
samples the RTT of retransmitted packets caused by
packet delays.

According to [14], the DSACK-TA algorithm performed

report to the sender when duplicate segments arrive at the best when compared with the other algorithms.

the receiver's end. Using this information, the sender canThe methods mentioned above, with exception of [14] and
determine when a retransmission is spurious [6]. Also 12] try to improve the TCP performance after realizing that

their proposal, they propose storing the current congestignpacket has been retransmitted due to reordering i.e these
window before reducing the congestion window upon depethods are reactive rather than being proactive.
tection of a packet loss. Upon an arrival of a DSACK, the

TCP sender can find out whether the retransmission was
spurious or not. If the retransmission was spurious, then
the slow start threshold is set to the previous congestionWhen the TCP sender sends data segments to the TCP
window.Their proposal does not specify any mechanismaceiver through intermediate gateways, these gateways drop
to proactively detect reordering of packets. The maite incoming data packets when their queues are full or reach
drawback of DSACK is, if an ACK containing DSACK a threshold value. Thus the TCP sender detects congestion
information is dropped or corrupted by the network, thenly after a packet gets dropped in the intermediate gateway.
information about that particular segment is lost and th&hen a packet gets reordered in the gateway or path, the
sender will never detect the spurious retransmission. TCP sender finds it impossible to distinguish whether the data

IV. EPDN: EXPLICIT PACKET DROPNOTIFICATION



packet has been dropped or reordered in the network. | the gateway for the flow whose entry is already present in
to solve this problem by proposing a solution to distinguistine main hash table (When an entry is created in the main
whether the packet has been dropped or reordered, by haviragh table for a particular flow, an entry is also created in this
a data structure that maintains the sequence number of ti@shtable simultaneously). It uses the flowi,} as the index
packet that gets dropped in the gateway. When an ACK fof the hashtable. The timestamp entry for that particular flow is
some data packe?, arrives at the gateway, the data structure iegularly updated with the timestamp of the last ACK that has
searched to check whether the sequence number of the papketsed through the gateway. Regularly, say every 300 ms, the
Py, has been dropped by that particular gateway or not. If tieatire hashtable is scanned, and the difference of the timestamp
packet has been not been dropped, theinoppedbit is set in  entry in each index with the current time is calculated. If the
the ACK. When the sender receives an ACK, it checks for thilifference is greater than a set threshold (say, 300ms), then
droppedbit. Based on this information, the TCP sender caih means that the flow is inactive currently and the entries of
distinguish the reason for the out of order packet i.e. whetheoth the hashtables for that particular flow are removed.
a packet has been dropped or reordered in the network and
perform actions based on that decision. This mechanism of
informing the TCP sender about dropped packets is called as
the EPDN (Explicit Packet Drop Notification) mechanism.  When the sender receives aok it checks for thedropped

1) Data Structure usedWe use a hashtable to maintairbit and if it is set, then the sender knows that the packet has
the flow ids and the dropped packet numbdPsV(O;) for the been dropped and retransmits the lost packet after receiving
respective flow ids ;). The flow id is the index and the three dupacks If the dropped bit is not set, then the RD-
packet numbers are the items in the list for a particular floRCP sender assumes that the packet has been reordered in
id. the network and waits for 'k’ mor@upacks('3+k’ in total)

2) Recording information about dropped packets: instead of threelupacksto resend the data packet.

« Initially, the hashtable is empty. A'ssu.me a net.work with source node A and destination node

. When a packet< Fi;, PNO, > gets dropped in the B with intermediate gateways R1 and R2. Node A sends data

gateway, the corresponding flow id() is used as the packetsP, , P, P; to node B through t_he gateways R1 and R2.
index to check the hashtable to find out whether there isR1 drops packet?, due to congestion in the network, then
an entry for that particular flow. If an entry is present',que B will not receiver. On receipt of packers;, node B
then sequence number of the dropped packeY Q;) is sends a DUPACK (each having sequence 'nunﬂielnhrough
inserted into the end of the list of the corresponding floffl€ 9ateways R2 and R1. Node A receives this DUPACK
id. If an entry is not present, an entry is created, and tRgSUMIng the routing is purely symmetrical. When R1 drops

sequence number of the dropped packet is entered asRASKEL, the sequence number of pack@t is inserted into
first entry in the list. the data structure at R1, which in my case is a hashtable. Node

: B will not receive packetP,. When node B receives packet
3) Processmg' the ACK packetswhen an ACK < Ps, it sends a DUPACK. When gateway R2 receives an ACK
Fia, PNO; > arrives at the gateway, (having sequence numbéy), it checks whether the sequence
« If the droppedbit is already set (some other gateway hagsumber for packef’, (P;.+) is available in its data structure.
dropped the packet), then pass on the packet. Since R2 does not have an entry, it does not setitbpped
« If the droppedbit is not set, the corresponding flow idpjt. When gateway R1 receives the ACK, it checks for the
(Fiq) is used as the index to check the hashtable. If raquence number for packet, and finds that the sequence
entry is present for that particular flow id, tizopped number is present in the data structure. Gateway R2 then sets
bit is not set. the droppedbit in the ACK, meaning that the packet has been
« If entry is present, then the corresponding list is searchggbpped by the gateway. When the RD-TCP sender receives
to check whether the sequence numb&NVO;11) is the ACK with thedroppedbit set, the sender assumes that the
present. If present then tigoppedbit is set accordingly. packet P, has been dropped in the gateway and retransmits
If the entry was not present, thdropped bit is not the packet after receiving three DUPACKs with ttepped
set. During the searching process, if a sequence numpgrset.
less than the current sequence number that is used fosyppose packeP, had been reordered in the gateway, the
searching is encountered, the lesser sequence nuMiReiver B assuming the packet has been dropped, sends a
entry is deleted from the list. This means that the packgiupACK on receipt of packeP;. When gateway R2 receives
with the lesser sequence number has been retransmitigd. ACK, it checks for the sequence number entry in its
« When the listis empty, the flow id entry is removed fronhashtable and finds that there is no entry for it, and does
the hashtable. not set thedroppedbit. Similarly when gateway R1 receives
4) Removing inactive listsThere may be cases where posthe ACK, it checks for the sequence number in its hashtable
sible residuals (packet sequence numbers) may be left in #rel finds that there is no entry for it, and does not set the
list even though that particular flow has become inactive. Thoppedbit. When the sender node A receives a DUPACK, it
remove these unwanted residuals and the list for that particutdwecks for thedroppedbit of each of these 2cks and when
flowid, we could have another hash table that maintains’ak’ DUPACKSs with the droppedbit not set are received,
timestamp of the last ACK packet that has passed throutite packet is resent and fast recovery is triggered. If the value
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of 'k’ is not large enough, then the sender will continue tthe gateways do not have to maintain the list of all the flows
send unnecessary retransmissions. If the value of 'k’ is gbht pass through a particular gateway i.e. we do not maintain
too large, fast retransmit may not be triggered leading fmer-connection state for all the flows. Despite the large number
retransmission timeout. The best value of 'k’ depends on tlé flows, a common observation found in many measurement
impact of reordering and could be varied depending on tistudies is that a small percentage of flow accounts for a large
current network conditions as proposed in [4] i.e. if the sendpercentage of the traffic. It is argued in [15] that 9% of the

detects spurious retransmits even though it has incrementedftbes between AS pairs account for the 90% of the byte traffic
value of 'k’, then the sender can further increase the value loétween all AS pairs. It is shown in [8] that large flows could

'k’ to reduce the number of unnecessary retransmissions that tracked or monitored easily by using SRAM that copes up

occur due to reordering. with the link speed. Our monitoring process records only flows
whose packets have been dropped. To get some rough estimate
A. Avoiding false fast retransmits: Increasidgpthresh of the amount of memory needed for our implementation, let

u§ assume that there aP80,000 concurrent flows passing

The RD-TCP sender assumes a packet to be reordered %ﬂ%ugh one gatewayl0% of them have information about

when the ACK packet does not have its 'dropped’ bit s -
If the packets are assumed to be reordered in the networji e or more dropped packets recorded in this gateway, and a

the RD-TCP sender waits for '3+k’ DUPACKSs before retrans- n-empty list of sequence numbers of dropped packets has

mitting the packets. Thus thdupthreshvalue is increased on average 10 entries. Thus the hash table will Fu@00
9 P S pthre ) Pon-empty entries and the total length of the lists of sequence
and the retransmission procedure is delayed to avoid fal

. : Mimbers of dropped packets will B80, 000. We need 4 bytes

f?Ceretragsmlti. I t?e vatlue Ofd3+k is small, thten the.R[.)for each flow id, 4 bytes for each packet sequence number,

To ass'r(]j ?r:(\a,\ge Cor?nlgéjeessoa?enret?;::sr:]e'ssss'?)?sreIr?jnsr:g:]is(lo d another 4 bytes for each pointer. This means that the total
Vol u y ISsions, y ! mory required would be about 2.5 MB. This is only a rough

'S:;Zi:;g? Vraeltl:gnf;ﬁgzirsir?g oi?(e'(rl(geérlr(iv; 1) ';ngeVngke stimate of the amount of extra memory needed, but we believe
y o 9 P that it is realistic. 1 expect an extra 8MB SRAM would be

have the 'dropped’ bit not set and the curreopthreshvalue highly sufficient to implement our solution.

is not enough to prevent the retransmission, | increase th he computational cost mostly depends on the average
value of the currendupthreshby one. length of a list of sequence numbers of dropped packets. If
a flow has not dropped any packets in the gateway, then the
B. Limited Transmit. computation done would be to check whether an entry for
The limited transmit algorithm [1] allows the sender to sendhat particular flow id is present or not. This takes constant
a new data packet for each of the DUPACKSs that arrive at ttigne computation. If a flow has a non-empty list of sequence
sender. When thdupthreshvalue is three, the limited transmitnumbers of dropped packets, then this list has to be searched
algorithm allows the sender to send two packets beyond Wenever an ACK for that particular flow passes through the
current congestion window. When a greatempthreshvalue gateway. This computation take&s(n) time, if the lists are
is used, the sender is allowed to send more packetstiiresh implemented in the straightforward linear way, Oflogn)
- 1 packets) beyond its current congestion window. | exterigine, if the lists are implemented as suitable balanced trees (
the limited transmit to send upto one additional congestigtenotes the current length of the list).
window’s worth of packets when thaupthreshvalue is greater | believe that the improvement of the throughput offered
than the current congestion window. If the value is less th&y our solution justifies the extra memory and computational
the current congestion window, the sender is allowed to se@@sts, but further investigations are needed to obtain a good
dupthresh- 1 packets. estimate of the trade-off between the costs and benefits.

VIl. EPDN PERFORMANCE

C Av0|d'|ng T|me9u.t's. Reducimgpthresh In this subsection, | verify the performance of droptail
There is a pOSS'b'I"_[y of the sender to assumes t_hat a p_acés{eways enabled with EPDN to droptail gateways without an

has been reordered in the network even though it had inf@ggbpN mechanism. | evaluate the bottleneck link queue length

been dropped. If the packets had infact been dropped andyfyyqniail gateways with and without EPDN. The simulated

thedupthreshvalue is large, then the timer times out leading tRenyork has a source and destination node connected to two
retransmission of the packet and the slow start phase is entefghymediate routers. The nodes are connected to the routers

The sender then assumes that all contiguous packets followmg 10 Mbps Ethernet having a delay of 1ms. The routers
the dropped packet in that particular SACK block are dropp%qle connected to each other via 5 Mbps link with a delay of

and retransmits those packets (even if the ‘dropped’ bit & s our simulations use 1500 byte segments. | used the
not set) after receiving three DUPACKdUpthreshvalue is 45 tail queueing strategy with a queue size of 70 segments.

immediately set to three). The queue size was set such that packets were dropped when
there was a buffer overflow. The experiments were conducted
VI. STORAGE AND COMPUTATIONAL COSTS using a 10 long lived TCP SACK flows traversing the network
The TCP options field has 40 bytes. | use one bit from thepology. The maximum window size of the TCP flow was 50
reserved bits to denote the 'dropped’ bit. In my implementatigegments. Each of the flows were run for 200 seconds.
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From the Figure 3, it is evident when packets are delayed,
there is a severe reduction of throughput for Reno, New Reno
and SACK. This shows that persistent reordering degrades the
throughput performance of a network to a large extent.
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B. Throughput: Varying Packet Delay Rate

In this section, | vary the percentage of packet delays from
1% to 30% to introduce a wide range of packet reordering

. 10Mtls Sitls 10 ' events and compare the throughput performance of the simu-
Rl R lated network using Reno, New Reno, SACK and RD-TCP.
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The graphs in Figure 1 present the plots of the instantaneous
and the average queue length at the bottleneck link. Even p—
though the EPDN mechanism has extra processing to do \
when packets get dropped in the gateway (inserting into the '\\
hashtable and searching the hashtable for dropped packets), oo} =
it is evident from the figures that the average queue length
of the droptail having EPDN is quite similar to the average %o : 1 = ® = »
queue length of the droptail without an EPDN mechanism.

This proves that the extra overhead involved in an EPDRNG. 4. Throughput versus Packet Delay Rate
mechanism does not affect the performance of a gateway.

Throughput (Bytes)

As shown in the Figure 4, the throughput performance of
RD-TCP is much better compared to the throughput of Reno,
New Reno and SACK. For e.g. when the link experiences 1%

The simulated network has a source and destination noefepacket delays, RD-TCP offers a three fold throughput im-
connected to two intermediate routers. The nodes are c@riovement over Reno, New Reno and SACK. The throughput
nected to the routers via 10Mbps Ethernet having a delay @fRD-TCP is almost 5 times more than Reno, New Reno and
1ms. The routers are connected to each other via 5Mbps IIBRCK when the link experiences packet delays in the range
with a delay of 50ms. Our simulations use 1500 byte segmer®$.5% to 30%. The ability of RD-TCP to detect the packet
We used the drop-tail queuing strategy with a queue size of B®rder events, delay the fast retransmit procedure, prevent
segments. The experiments were conducted using a single I&rge fast retransmits and unnecessary reduction of the cwnd
lived TCP flow traversing the network topology. The maximurare the major reasons behind the better performance of RD-
window size of the TCP flow was 50 segments.The TCP flohCP over Reno, New Reno and SACK.
lasts 1000 seconds. To introduce typical Internet link delays,
we used a mean of 25 ms and standard deviation of 8 ms, schSteady State Congestion Window
that the delay introduced varied from 0 ms to 50 ms. The 'k’ The graphs in Figure 5, present the comparison of the
value was initially set to 3 i.elupthresh= 6. congestion window states of Reno versus RD-TCP, New Reno

VIIl. RD-TCP PERFORAMANCE
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Fig. 5. Comparison of Congestion Window Fig. 6. Link Utilization

versus RD-TCP and SACK versus RD-TCP when 30% aftilization of the available bandwidth. RD-TCP prevents un-
packets were delayed. When packets get delayed frequemicessary reduction of the cwnd and is able to maintain a
in the network, there are unnecessary false fast retransnsitsady sending rate. This results in proper utilization of the
causing the cwnd of Reno, New Reno and SACK to reduewailable bandwidth. From the figures, it is evident that RD-
very often and thus the cwnd is not able to reach the maximur€P properly utilizes the available bandwidth when compared
window size. RD-TCP is able to distinguish a reorder evetd the improper bandwidth utilization by Reno, New Reno and
and prevent unnecessary reduction of the cwnd when pacB&CK.

reordering occurs. From the figures it is evident that the

congestion window of Reno, New Reno and SACK coulgt, Throughput: Varying Packet Drop Rate

not reach the maximum window size of 50 when packets are
delayed, whereas the congestion window of RD-TCP reach
the maximum window of 50 and was able to maintain a steaa%
state throughout the experiment.

In this section, | compare the throughput performance of the
Mulated network using Reno, New Reno, SACK and RD-
P when the link experiences both packet drops and packet
delays. 5% of the packets were delayed. The packet drop rate
) o was varied from 0% to 2%. Figure 7 , reveals that the through-
D. Link Utilization put of Reno, New Reno and SACK reduces considerably when

The graphs in Figure 5, present the comparison of the limkore packets get dropped, whereas the throughput of RD-
utilization of Reno versus RD-TCP, New Reno versus RDFCP reduces slowly compared to Reno, New Reno and SACK.
TCP and SACK versus RD-TCP when 30% of packets weWhen packet drops occur, the throughput of any TCP variant
delayed. When packets get delayed in the network, there areuld reduce drastically even when there is no reordering in
unnecessary false fast retransmits causing the cwnd of Rethe network. It is to be noted that the reduction in throughput
New Reno and SACK to reduce by half. This causes tlod RD-TCP is only due to packet drops and not due to false
sender to send lesser amount of packets resulting in improfest retransmissions caused by packet reordering.
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F. Throughput: ACK Reordering From the Figure 9, it is evident that when the average delay
In this section, | examine the throughput performance of the Increased, the throughput of Reno, New Reno and SACK

simulated network using Reno, New Reno, SACK and Rtsgduces considerably, whereas the throughput of RD-TCP

TCP when the link experiences both data packet delays argaiuces much more slowly. When the average delay is 0.05

.seconds, the throughput of RD-TCP is almost five times more
ACK packet delays. | delayed 3% of data packets and vari g !
the delay of ACK packets from 0% to 10%. From the Figure gnan that of Reno, New Reno and SACK. When the average

it is evident that when reordering of ACK packets occupelay is increased to 0.2 seconds, RD-TCP offers a three fold

the throughput of Reno, New Reno, SACK reduce neg"giblgnp;]rgveNn;\;avn;ér;];h;zgggztcj:therformance when compared o
The performance of RD-TCP depends on the correct rece|p? ' '
of ACK packets. Even though the performance of RD-TCP

reduces slowly when ACKs get reordered, RD-TCP still offers

a three fold throughput performance when 5% of ACKs gg} Throughput: Large RTT
reordered and a two fold throughput performance when 10%

of ACKs get reordered. In this section, | compare the throughput performance of

Reno, New Reno, SACK and RD-TCP when the link propa-

G. Throughput: Multipath Routing gation delay was increased to 200 ms. The packets were also

In this section, | compare the throughput performandte'ayed from 0% to 5% using normal distribution with a mean
of the simulated network using Reno, New Reno, SACRf 100 ms and a standard deviation of 80 ms.
and RD-TCP when multipath reordering occurs. | simulate As shown in the Figure 10, when networks have high prop-
multipath routing by introducing modal delays. This was doregation delay, unnecessary reduction of congestion window
using modal distribution. According to [14], multipath routindeads to a poor throughput performance of Reno, New Reno
produces modal delays i.e. when successive packets are serr@hSACK as it could take several round trip times to achieve
paths with different RTTs, these packets would be reordertie maximum window size. RD-TCP’s ability to distinguish
proportionally to the RTT difference of the path. packet loss from packet reordering reduces unnecessary time-

When the average delay is 0.0 seconds, the packets anés and reduction of the congestion window thus leading to
routed through the same path without any reordering eventserall improvement in the throughput.



Average Throughput of Reno and RD-TCP

[. Multiple Flows

In this section, | inspect an important factor to be con- R
sidered while evaluating new versions of TCP - the effect .|
of throughput performance when multiple RD-TCP flows co- i 00000 |
operate with mutliple flows of other TCP versions. | conducted % o,
a simulation on the same wired network used before but varied Z s0000000 -\
the number of flows that traverse the network. Inorder to verify =~ < s \
the impact of reordering in the presence of multiple flows, | woomo |-\
increased the size of the buffer to 200 segments such that —_— ]
there were no packet drops in the gateways. The total number ¢ o & T
of flows traversing the network were increased to ten flows, I e TPt R 10RO 7P
in which the sender was configured to send five Reno/New
Reno/SACK flows with five RD-TCP flows. The graphs in Kew Reno (5 Flows) ——
Figure 11 present the results of the average throughput of ¢ s
five Reno/New Reno/SACK flows and the average throughput =~ £ wowomo|
of five RD-TCP flows. It can be seen from the graph, that :” 0000000
when there is no reordering the average throughput of the £
five Reno/New Reno/SACK flows is similar to the average = ™| \
throughput of the five RD-TCP flows. When the packet delay -\ 7
rate is increased to 0.5%, the average throughput of the other = S
TCP flows decrease whereas the average throughput of RD- ’ ° " paeoaayraess * ’
TCP increases. This does not mean the RD-TCP flows are  wuwm e e
more aggressive than the other TCP flows. Rather, it is due to
the fact that the RD-TCP flows make use of the link bandwidth 0006 - shc (s Fowsy
not utilized effectively by the Reno flows. g ooy
J. Related Work bl
In this section, | compare the throughput performance of the \\ ]
simulated network using RN-TCP, DSACK-R and RR-TCP moweol N

10000000

(we use the DSACK-TA version). | vary the percentage of 0 s £

packet delays from 1% to 30% to introduce a wide range of '

packet reordering events and compare the throughput perfiég- 11. Average Throughput with Multiple Flows

mance of the simulated network using RR-TCP, DSACK-R

and RD-TCP. _ ) ) _

As shown in the Figure 12, the throughput performanégwnecesgary timeouts qnd reduction _of the congestion window
of RD-TCP is much better compared to the throughput dpus leading to overall improvement in the throughput.
DSACK-R and RR-TCP. Initially there is not much perfor-
mance difference between RD-TCP and RR-TCP. When 1% IX. CONCLUSIONS ANDFUTURE WORK
to 4% of packets were delayed, RD-TCP’s performance variedin this paper, we proposed a solution that prevents the
from 2% to 7% more than RR-TCP. When the packet delajnnecessary retransmits that occur due to reordering events
was increased, RD-TCP’s performance also increased. Mornetworks, by allowing the TCP sender to distinguish
e.g. when the link experiences 5% of packet delays, RBether a packet has been lost or reordered in the network.
TCP’s throughput performance is 10% more than RR-TCPhis was done by maintaining information about dropped
When the link experiences 30% delays RD-TCP’s throughppackets in the gateway and using this information to notify
performance is 16.5% more than RR-TCP. RD-TCP aldbe sender, whether the packet has been dropped or reordered
outperforms DSACK-R by offering a five fold performancghe gateway. Thus we proactively avoid spurious retransmits
improvement when the link experiences packet delays in thgused by reordering of packets. We also compared RD-TCP
rate of 5% to 30%. with other protocols namely TCP Reno, New Reno, SACK,

Figure 13 presents the throughput performance of the sifRiSSACK and RR-TCP. We have also showed that our solution
lated network using RD-TCP and RR-TCP (I use the DSACKmproves the throughput performance of the network to a
TA version) when the link experiences both packet droparge extent.
and packet delays. In particular, 30% of the packets were
delayed and the packet drop rate was varied from 1% to 3%.Further work in this area includes:

From the figure it is evident that RD-TCP performs much « Further work needs to be done to the TCP receiver to
better compared to RR-TCP and DSACK-R. RD-TCP’s ability  identify the amount of reordering that has occurred in
to distinguish packet loss from packet reordering, reduces the network and to inform the TCP sender about this
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information. The TCP sender can then increase the value
of dupthresh by some value 'k’ according to the degree
of reordering.

The simulated results presented in this paper needs
verification in the real network.

Further simulations and testing needs to be carried out
to find the efficiency of the protocol when there is an
incremental deployment i.e. when there are some routers
in a network which have not been upgraded to use our
mechanism.
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